NHOOPMAIIMOHHASA TAMSATKA
JJIA OBYYAIOHIUXCA AJ1A PASMELIEHUA
HA OOUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOJIOM MOJIOJICKH B UHTEPHETE CTAHOBUTHCS OOJIbIIE, A MIKOJIHHUKHU OJHU
W3 CaMbIX aKTUBHBIX IOJb30Barenel Pynera. Mexnay Tem, MOMHUMO OTPOMHOIO
KOJINYECTBa BO3MOXKHOCTEW, MHTEPHET HECET W MpoOJeMbl. JTa MamsiTKa JOJIKHA
noMo4Yb Te0e 6e30MacHO HaXOUTHCS B CETH.

KOMIIBIOTEPHBIE BUPYChbI

KomnproTepHslii  BUpPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTPaMM,
OTJIMYUTENBHOU OCOOEHHOCTHIO KOTOPOU SIBJISIETCSI CHOCOOHOCTh K Pa3MHOXKEHUI0. B
JOTIOJIHEHUE K ATOMY, BUPYCHI MOTYT NOBPEIUTH MJIM NOJHOCTBIO YHUYTOXKHUTH BCE
¢daiinbl W JaHHBIE, MOJKOHTPOJIBHBIE IOJIB30BATENI0, OT HMMEHH KOTOpOro Obula
3alylieHa 3apakeHHas NIporpaMma, a TakKe NOBPEAWUTh WM JaK€ YHHYTOXUTh
OIEpaIlMOHHYI0 CHUCTEMY CO BceMH (ailamMu B LeiaoM. B OonblIMHCTBE cilydaeB
pPacIpOCTPaHAIOTCSA BUPYCHI 4YEPE3 UHTEPHET.

Metozpsl 3a1MThI OT BPEIOHOCHBIX IIPOIPAMM:

1. Ucnionw3yil COBpEMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIA YPOBEHb
3aIIMUTHI OT BPEAOHOCHBIX MTPOTPAMM;

2. IlocTtosiHHO ycTaHaBiaMBal mayTu (UU(POBBIE 3aIJIATKUA, KOTOPbIE aBTOMATHYECKU
YCTaHABJIMBAIOTCS C IIEJIbI0 J10pAa0OTKH MPOrpaMmbl) M Apyrue OOHOBIIEHUS CBOEH
omneparmoHHo# cuctembl. CkaunBai UX TOJIBKO C OUIIUAIBHOTO caiiTa pa3paboTyuka
OC. Ecnu cymiecTByeT peXuM aBTOMaTHYECKOTO OOHOBJICHHUSI, BKJIFOUH €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEpE TIOJ MpaBaMH [OJb30BATENsA, a He
aAMUHUCTpATOpa. OTO HE TO3BOJIMUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrPaMM
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Mcrionb3yil aHTUBUPYCHBIE ITPOrPaMMHBIE MTPOIYKTHI H3BECTHBIX IIPOU3BOJIUTENEH,
C aBTOMaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpanunub puU3NUECKU JOCTYH K KOMIBIOTEPY JIJIs1 HOCTOPOHHMX JIULL;

6. Mcnonb3yii BHENIHWE HOCUTENW MH(POPMAIINK, Takue Kak (pernika, TMCK uin ¢aii
13 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIBIOTEpHBIE (paiiiibl, MOJYUYEHHbIE U3 HEHAJEHKHBIX UCTOUHUKOB.
Haxe Te Qainbl, KOTOpble NpHCIad TBOM 3HAKOMbIM. Jlyuimie yTouHu y Hero,
OTIPABJISLI JIU OH TeOe UX.

CETHU WI-FI

Wi-Fi - 3T0 He Buj nepefauu JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIb OpeH I, MapKa.
Eme B 1991 rony Huaepnanackas kommnanus 3apeructpupoBaia opens "WECA", uto
o0o3nauano cnoBocoyetanue "Wireless Fidelity", xoTopwiii mnepeBoguTCcs Kak
"GecripoBogHas TOYHOCTH'. Jlo Hamero BpeMeHH Jolla Jpyras ad0peBuarypa,
KOTOpasi SBJSETCS TaKOW Jke TexHosorue. ODto abOpeBuatypa "Wi-Fi". Takoe
Ha3BaHWE ObLIO JAHO C HAMEKOM Ha CTaHJapT BbICIIeH 3ByKoBo# TexHuku Hi-Fi, uro
B [IEPEBOJIC 03HAYAET ""BBICOKAS TOUHOCTH .

Jla, OecruiaTHbIM HHTEPHET-IOCTYI B Kade, OTENsIX U adpoIopTax SBISETCS OTIMYHOM
BO3MOYKHOCTBIO BBIXOJla B HHTEepHET. HO MHOrme 5SKCHepThl CUYUTAKOT, YTO




obmenoctynusie Wi-Fi cetu He sIBISIOTCS O€30MaCHBIMH.

CoBeTbl 110 0€3011aCHOCTH PadOTHI B 00IIEeI0CTYIHBIX ceTsax Wi-fi:

1. He nepenaBait cBoro nuunyto uHpopmaluio yepe3 odmienoctynasie Wi-Fi ceru.
PabGoTtas B HHX, JXKelaTeNIbHO HE BBOJIWUTH MApOJM JOCTYIA, JIOTHHBI M KaKHUE-TO
HOMEpa;

2. Vcnonp3yi u OOHOBJISIH aHTUBUPYCHBIE TPOrpaMMBbl U OpaHamayep. Tem cambIM Thbl
obe3omnaculllb ce0s OT 3aKaYKU BUpYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmoun ¢yskmuio "OOmmii goctyn k (daiimam u
npuHTepam". JlanHas (QyHKOUS 3aKppiTa 10 yMOJTYaHHWIO, OJHAKO HEKOTOPHIC
MOJIH30BATENHM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCIIOJIB30BaHUs B paboTe mim ydeoe;

4. He ucnons3yit nmyonuunsidi WI-FI ns nepenaum JTMUHBIX JaHHBIX, HAIPUMED IS
BBIXO/Ia B COLIMAJIBHBIE CETH WU B 3JIEKTPOHHYIO MOYTY;

5. Ucnonw3yii TonbKko 3amuieHHoe coeaunenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBOIM UMEHHO "https://";

6. B wMoOunpHOM Tenedone ortkaoun Gyaknuto "Tlomkmouenune k- Wi-Fi
aBromatudecku". He momyckait aBTOMaTu4eCKOro MOJIKJIIOUEHHS YCTPONCTBA K CETSIM
Wi-Fi 6e3 TBoero cornacusi.

COINMUAJBHBIE CETH

CoumalibHbIE CETH aKTUBHO BXOJAT B HalTy KU3HB, MHOTHE JIFOJU pa0OTAIOT U KUBYT
TaM TIOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MMILIHAPHA YEIOBEK, YTO
SIBJISIETCSI OJHOM CeIbMOM BCEX JKUTENICH IUIaHeTbl. MHOTrWe IIOJB30BaTEIN HE
MMOHMUMAIOT, 4TO UH(OpMaIKs, pa3MelIeHHasi MU B COLIMAIBHBIX CETAX, MOXKET OBbITh

HalJleHa M HCIOJb30BaHA KEM YIOJHO, B TOM 4YHCII€ HE 00fA3aTeNbHO C OJIaruMu
HaMEpEHUSIMHU.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COLIMAIBHBIX CETSIX:

1. Orpannub cnucok Apy3ei. Y TeOs B ApPY3bsIX HE JNOHKHO OBITh CIy4YalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuimiail cBOIO 4acTHYIO *U3Hb. He ykasbiBail mapoinu, TenedoHsl, ajpeca, Aaty
TBOETO POXKICHUS U JAPYIyl0 JUYHYIO HH(GOPMaLUIO. 3JOYMBIIUIEHHUKH MOTYT
UCIIOJIb30BaTh JaK€ MH(POPMAIMI0 O TOM, KaK Thl U TBOM POJUTENH IJIAHUPYETE
IIPOBECTH KAHUKYJIBL;

3. 3amminai CBOIO pemyTaluio - IEepKU €€ B YUCTOTE U 3ajaBail cebe BOIpoc: XOTel
Obl Tbl, 4TOOBI JApPYyruMe TMOJB30BATENM BUIECIH, 4TO Thl 3arpyxaems? Ilomymait,
MpEXJIe YEM YTO-TO ONyOJIMKOBATh, HAUCATh U 3arPy3UTh;

4. Ecnu ThI TOBOPHILB C JIIOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YH CBOE PEAJIbHOE
UM U JIpYTYI0 JUYHYIO MH(POPMALMM: HMS, MECTO >KUTEIbCTBA, MECTO y4ueObl U
npouee;

5. WM36erait pasmemenus ¢otorpaduit B HMHTepHeTe, riae Thl H300paKEH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEJEIUTh TBOE MECTOIOJIOKEHHUE;

6. Ilpu perucrtpanuum B COLUMATBLHOM CETH HEOOXOJMMO HCIOJIb30BATh CIOMKHBIC
MapoJH, COCTOSIINE U3 OYKB U LIU(P U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. JAns couuanbHOM CETH, MOYTHl M JPYTMX CAMTOB HEOOXOAUMO HCIIOJIb30BAThH
pasHbie nmapoiu. Toraa ecian TeOs B3IOMAIOT, TO 3JIOYMBIIUICHHUKH MOIYy4aT JOCTYI
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.




SJEKTPOHHBIE JEHBI'U

DJEeKTPOHHBIE ACHBIU - 3TO OYEHb yJOOHBII CIOCOO IIaTekel, 0HAKO CYIIECTBYIOT
MOILIEHHHUKH, KOTOPBIE XOTAT MOJIYYUTh ITH JICHBIU.

DNEKTPOHHBIE ACHBIH MOSBUIMCH COBCEM HEJABHO M MMEHHO M3-3a 3TOTO BO MHOTHX
rocyzapcTBax 0 CHX IOp HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun ke OHM (YHKIIMOHUPYIOT U O HUX YK€ IPOIUCAHO B 3aKOHE, TIE HUX
pa3zeaoT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE M HE aHOHMMHBIE. PazHuna B TOM, 4TO
aHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3pellaercs NpPOBOAUTH olepanuu 0e3
UACHTU(UKAMKA TI0JIb30BaTENs, @ B HEAHOHUMHBIX WJICHTU(PHUKALUSA MOJIb30BATEISA
ABJISIETCS 00S3aTEIIbHOM.

Taxoke cienyer pa3nuyarh 3JIEKTPOHHBIE (PUATHBIE AEHBIU (PaBHBI FOCYAaPCTBEHHBIM
BaJIOTaM) H DJEKTPOHHBIE He(HUaTHbIE [EHBI'HM (HE paBHBl TOCYAAPCTBEHHBIM
BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AAEKTPOHHBIMU JIEHbIaMU:

1. ITpuBsixu K cueTy MOOUITBHBIN TenedoH. DTO camblid YTOOHBIA M OBICTPBIA CIIOCOO
BOCCTaHOBUTBH JOCTYN K cueTy. [IpuBs3aHHBIA TeaepOH MOMOKET, €CiM 3a0yJellb
CBOH IIJIATEKHBIM 1apOJIb WIK 3al/ICIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Wcnonp3yli ogHopasoBsle mapoisn. [locne nepexona Ha YCHIEHHYH0 aBTOPU3ALIUIO
Tebe yxe He OyJeT yrpoKaTh OIMIACHOCTh KPayKu WM NIepexBaTa IJIaTeKHOTO Iapois;
3. Boibepu cnoxnbslii naponb. [IpecTtynHukam OyneT He MpPOCTO yraaarh CIOXKHBIN
napoJib. HajnexHsle mapoiid - 3T0 maposiv, KOTOpPbIE COAEPKAaT HE MEHEe 8 3HAKOB U
BKJIFOYAIOT B C€0Sl CTPOYHBIE M MPOMHUCHBbIE OYKBBI, U(PPHI U HECKOJIBKO CHUMBOJIOB,
TaKWe KaK 3HaK JoJuiapa, pyHTa, BOCKIMIATEIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;
4. He BBOM CBOM JIMYHBIE JAHHBIE HA CAUTaX, KOTOPHIM HE JIOBEPSICUIb.

JJEKTPOHHAS ITOYTA

DJIEKTPOHHAS MOYTA - 3TO TEXHOJIOTHS U MPEOCTABIIIEMBIE €10 YCIYTH 0 MEePEChUIKE
W TOJYyYEHUIO  DJIEKTPOHHBIX  COOOIICHUHN, KOTOpBhIE  pACHpPEACNSIIOTCS B
KOMMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIN MOUTOBBIN SIIUK BBITJISIAUT CJICAYIOIINM
oOpa3oMm: uMs_MOJb30BaTENA(@UMsL JoMeHa. Takke KpoMme Mmepeladyd MpPOCTOro
TEKCTa, UMEETCSl BOBMOXKHOCTD MepeiaBaTh (Dailibl.

OCHOBHBIE COBETHI 110 OE30MAaCHON pabOTe C JIIEKTPOHHOM MOUTOM:

1. Hamo BbIOpaTh mpaBWIIbHBINA TMOYTOBBIM cepBUC. B HMHTEpHETE €CThb OrpOMHBIM
BBIOOp OECIJIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIIe TOBEPSITH TEM, KOTO 3HACIIIh
Y KTO NIEPBbI B PEUTHUHTE;

2. He yka3biBail B TUUHOM mouTe JIMUHYIO nHPpopManuw. Hampumep, mydie BoIOpaTh
"My3bIKasIbHBIN _(panat@" wium "pox2013" Bmecto "temal3";

3. Hcnonb3ydl NBYXATAllHYIO aBTOPHU3ALMIO. JTO KOrga MOMHUMO Mapojis HYXKHO
BBOJUTH KOJ, MpUChLIaeMblid o SMS;

4. BeiOepr CIIOKHBIN mapoib. IS KaXJa0ro MOYTOBOrO SIIUKA JIOJHKEH OBITh CBOM
HAJIC)KHBIN, YCTONYUBBIN K B3JIOMY I1apOJIb;

5. Eciii ecTh BO3MOKHOCTh HAaMCaTh CAaMOMY CBOM JIMYHBIM BOIPOC, UCIIOJIB3YU 3Ty
BO3MOKHOCTb;

6. Mcnonb3yid HECKOJIBKO MOYTOBBIX SIIIMKOB. [IepBbli Il 4aCTHOW MEPENUCKHU C
agpecaTaMy, KOTOPbIM Tbl JOBEpS€lIb. OJTO OJJEKTPOHHBIA aApec HE Halo
MCII0JIb30BaTh MPU PErMCTpalvy Ha (opyMax U cailTax;




7. He oTkpbiBail ¢aiiiabl U Apyrue BIOKEHUS B MUChbMaXx, IaKe €CIM OHU MPHIILIA OT
TBOUX Jpy3ei. Jlydllie yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (ailiibl;

8. Ilocne okoHuaHus pabOTHl HA TOYTOBOM CEPBUCE MEpel 3aKPHITUEM BKIAAKU C
caifToM He 3a0yab HaXkaTh Ha "Beriitu".

KHUBEPBYJIVIMHI' UJIXU BUPTYAJIBHOE U3JIEBATEJIBCTBO
KubepOymmuHr - mpeciieoBaHUE COOOIEHUSIMH, COJIEpKAIUMHU  OCKOpPOJICHUS,
arpeccuro, 3alyruBaHue; XYJUTAHCTBO; COLMAIbHOE OOMKOTHUPOBAHHE C TMOMOIUIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 10 60pHOE ¢ KHOSPOYIUTMHTOM:

1. He Opocatics B 60#. Jlyummii crmoco0: mocoBEeTOBATHLCS Kak ceOsl BECTU U, €CIIA HET
TOTO, K KOMYy MOXHO OOpaTUThCS, TO BHayajle YCHOKOWThbCS. Eciam Tl HayHEIIb
OTBEYATh OCKOPOJEHUSMH Ha OCKOPOJICHHS, TO TOJIbKO €lIe OOJIbIIE Pa30XOKellb
KOH(JIHKT;

2. Yupapisi cBoell kubeppemyTauuei;

3. AHOHMMHOCTh B ceTH MHHUMas. CyIIecTBYIOT CIOCOOBI BBIICHUTb, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BecTu XyJIUTaHCKUM 00pa3 BUPTyaldbHOU XKU3HU. IHTEpHET QuKCUpyeT
BCE TBOM JICHCTBUS U COXpAHSET UX. Y IaIUTh UX OyJeT KpailHe 3aTpyIHUTENbHO;

5. Cobmroail cBOXO BUPTYaJIbHYIO YECTh CMOJIOY;

6. Urnopupyii eauHuuHbli HeraTtuB. OJIHOPa30BbIE OCKOPOUTENbHBIE COOOIIECHUS
Jy4iie uTHOpUpoBaTh. OOBIUHO arpeccus MPeKpaiaeTcs Ha Ha4albHOM CTaIuH;

7. ban arpeccopa. B mnporpammMax oOMeHa MIHOBEHHBIMU COOOIIECHUSIMHU, B
COLIMATIBHBIX CETSX €CTb BO3MOXKHOCTH OJOKHMPOBKH OTIPABKHA COOOIICHUN C
OTIpE/ICTICHHBIX aJIPECOB;

8. Ecmu Tl cBuuerens kuOepOymiumHra. TBou JeHCTBUA: BBICTYNUTh NPOTUB
nmpecneaoBaress, IMOKa3aTb €My, YTO €ro JCHCTBHS OIEHUBAIOTCS HETaTHUBHO,
MOJIEPKaTh JKEPTBY, KOTOPOHM HYyXHa ICHUXOJOTHYECKass IOMOIb, COOOMIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.

MOBWIbHBIN TEJIE®OH

CoBpemenHble cMapTGOHBI W TUIAHIIETHI COJAEPKAT B cebe BIOJHE B3POCIHbIN
(yHKIIMOHAT, M TeMepb OHU MOTYT KOHKYPHUPOBaTh CO CTal[MOHAPHBIMHU
KoMIbroTepamMu. OJHAKO, CPEACTB 3aIMUTHI ISl MOJAOOHBIX YCTPOMCTB TMOKa OYEHBb
Masi0. TeCTUpOBaHUE U MOUCK YSI3BUMOCTEM B HUX MPOUCXOIAWUT HE TaK MHTEHCHUBHO,
kak j1s1 I1K, 1o ke camoe kacaeTcss 1 MOOMIIBHBIX TTPHIIOKCHHIA.

CoBpeMeHHbIE MOOUIIBHBIE Opay3ephl YK€ MPAKTUYECKH JOTHAJIM HACTOJhHBIC
aHAJIOTH, OJJHAKO pacimupeHue GyHKIHOHAIA BJICUET 32 COOON OOJBIITYIO CIIOKHOCTD
Y MEHBIIYIO 3aIlUIIEHHOCTD.

Jlaieko HE BCE€ TMPOUBBOJIWTENIM  BBITYCKAIOT OOHOBJICHHS, 3aKPHIBAIOIIUE
KPUTHUYECKUE YA3BUMOCTH JIJIsI CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI AJI 0€30MaCHOCTH MOOUIILHOTO TesieoHa:

Huuero He sBisieTcsi mo-HacTosiieMy OecruiaTHbIM. Byllb OoCTOpOKeH, BeIb Korja
Tebe mnpeasiaraloT OeCIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHl KaKHe-TO
IJIATHBIE YCITYTH;

Hywmaii, nmpexe yem otnpaBuTbh SMS, ¢oTo unu Buaeo. Thl TOUHO 3HACIID, TJI€ OHU




OyIyT B KOHEYHOM UTOTE?

Heo6xoamumo 0OHOBIIATH ONEPAIMOHHYIO CUCTEMY TBOEro cMapThoHa;

Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOUJIBHBIX TEIE(POHOB;

He 3arpyxail npuiaoKeHrus OT HEU3BECTHOTO UCTOYHUKA, BEb OHU MOTYT COJEPKATh
BPEJOHOCHOE MPOrPaMMHOE 00ECIIEUEHNUE;

[locne TOro kak Thl BBIMJIEIIL C CaiiTa, r€ BBOJAWJ JUYHYIO MH(POPMALMIO, 3211 B
HACTPOWKH Opay3epa u yaanu cookies;

[lepnonnuecku nMpoBepsii, KAKKHE IUIATHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBoii HOMEp MOOWJIBHOTO TejedOoHa TOJIHKO JIIOASM, KOTOPHIX ThI 3HACIIh H
KOMY JI0BEpSEILIb;

Bluetooth momkeHn ObITh BBIKIIOYEH, KOTJa Thl UM HE ToJib3yeuibes. He 3a0biBait
MHOTJIa TIPOBEPSTH ITO.

ONLINE UI'PBI

CoBpeMEHHBIE OHJIAWH-UTPBI - O3TO KpPAacCOYHBIE, 3aXBAaTHIBAIOIIME Pa3BJICUYCHHS,
OOBEIUHSIONINE COTHHU THICSY YENIOBEK M0 BCeMy MHUpY. Mrpoku ucciaemayroT JaHHBIMI
UM MHp, OOIIAIOTCS APYT € JIPYTOM, BBIMOTHSIOT 3aJjaHusl, CPAKAIOTCS ¢ MOHCTPAMH U
MOJYYalT OMBIT. 3a YJIOBOJbCTBHUE OHM IUIATAT: MOKYMNAKOT [HWCK, OIUIAYHMBAIOT
a0OHEMEHT WJITU MPUOOPETAIOT KAKHE-TO OIIIHH.

Bce atm cpeacrtBa uayT Ha NOAJEP)KAHME U Pa3BUTHUE WIPHI, a TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CHCTEMbI aBTOpPU3AIIUH, BBIMTYCKAIOTCS HOBBIC
naTyu (LUQPpPOBbIE 3aIJIATKU ISl IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nmogoOHBIX UTrpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX COMEPHUKOB, CKOJBKO KpaXKu
TBOETO MapoJis, HA KOTOPOM OCHOBAaHA CUCTEMAa aBTOPU3ALMH OOJIBILIMHCTBA UTD.
OcHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTa:

. Eciu papyroil urpok BemeT cels IMUIOXO0 WIM Cco37aeT Te0e HENpUSTHOCTH,
3a0JIOKUPYH €ro B CIHCKE UTPOKOB;

2. lTloxamyiics aAMUHHCTpaTOpaM WIPbl Ha IUIOXO€ TMOBEICHUE 3TOr0 WIPOKa,
YKEJIATEJIbHO PUJIOKUTh KaKHe-TO JOKA3aTeNIbCTBA B BUIE CKPUHOB;

3. He yka3biBaiil muunyo nHbopmMaiuio B mpodaiiie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnmmBait HeopuIMaabHbIC TATYH U MOJIBI;

6. Mcnosib3yil CIOKHBIE U Pa3HbIE MAPOJIH;

7. Jaxxe BO BpeMsl UIPbl HE CTOUT OTKJIIOYATh aHTUBUpPYC. [Ioka Tl Wrpaemib, TBOU
KOMITBIOTEP MOTYT 3apa3uTh.

OUHIHUHI WJIN KPAKA JIMYHBIX JIAHHBIX

OOBIYHON KpaKeW JEHEeT M JOKYMEHTOB CETOJHS YK€ HUKOTO HE YIWBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTHI 3JTIOYMBIIIUICHHUKU TIEPEMECTIIINCH B UHTEPHET, U
MIPOIOJIKAIOT 3aHUMAThCS " TIOOMMBIM" JICIIOM.

Tak mosiBHIIach HOBast yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (DUIITMHT, TJIaBHAs 11ETh
KOTOPOTO COCTOUT B TMOJYYCHHH KOH(DHICHIIMATBHBIX JaHHBIX MOJb30BaTeNeH -
JOTMHOB W mapoJieir. Ha anrmuiickom si3pike phishing uurtaercss xkak ¢umuHr (ot
fishing - peiOHas oBst, password - MapoJb).

OCHOBHBIE COBETHI 110 0OPHOE C PUIITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciiv Thl moj03peBaelib, YTO TBOsSI aHKeTa Obuia




B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBAaTh €€ U COOOIIUTh aJIMHUHHUCTPATOpaM
pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Hcnonw3yit Oe3omacHble BeO-CaliThl, B TOM 4HCIE, WHTCPHET-MarasmHoOB W
MOMCKOBBIX CUCTEM;

3. Ucnonb3yii CIOXHBIE U pa3HbIe mapoyn. TakuM o0pa3om, eciu TeOs B3JIOMAIOT, TO
3NMOYMBIIUICHHUKH MOJTy4aT JOCTYI TOJBKO K OJHOMY TBOEMY MPOQUIIIO B CETH, a HE
KO BCEM;

4. Ecnu TeOst B3MOMalid, TO HEOOXOAMMO MPEAYNpPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE€ JOOABJICHBI Y TEOSI B PY3bsX, O TOM, YTO TeOs B3JIOMAJIU U, BO3MOXHO, OT
TBOETO UMEHH OyJIET pacChUIAThCS CaM U CChUTKU Ha (DPUIIIMHTOBBIE CANTHI;

5. YcranoBu HajgexHbIN naposb (PIN) Ha MoOUIbHBIN TenedoH;

6. OTKIIIOUYM COXpaHEHUE MapoJid B Opaysepe;

7. He otkpbiBail (aitsibl U Apyrue BIOKEHUS B MUChMAX, JAXe €CIM OHU MPUIILIA OT
TBOUX Jipy3ei. Jlydiiie yTouHU y HUX, OTIPABIISLIIN JIM OHU TeOe 3TH (pailiibl.

HUPPOBAA PEITYTALIUA

Hudposas penyTaius - 3T0 HETaTUBHASI WM MMO3UTUBHAs HH(OpMaLUs B CETH O TeOe.
Kommnpomerupyromas nadopmanus, pasMelnieHHass B HHTEPHETE, MOKET CEPbE3HbIM
o0pa3oM OTpa3uThbCs HAa TBOEH peasibHOM xku3HU. "Lludposasg penyrauus" - 370 TBOI
UMUK, KOTOPBIA (popmupyercsa u3 HHGOpMALMK O TeOe B HHTEPHETE.

TBoe MecTo ’XuUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE IIOJOKEHUE, OCOOEHHOCTU
XapakTepa U pacckasbl O OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noipoCcTKH JIETKOMBICJIEHHO OTHOCATCS K IMyOIMKAIMKN JTMYHOU MH(pOpMaLuu
B lHTepHeTe, HE NOHMMAas BO3MOXKHBIX IMOCIEACTBUM. ThI Jaxke HE CMOXEIIb
J0rajatbes O TOM, 4To (oTorpadus, pasMelleHHas 5 JeT Hazajl, cTajla IPUYUHOU
OTKa3a MPUHSATH TeOs Ha padoTy.

Kommenrtapuu, pasmemienue tBoux (ororpaduii um Apyrue ACUCTBUS MOTYT HE
MCYE3HYTh JIa)Ke MOCJE TOr0, KaK Thl UX YAAJIUIIb. Thl HE 3HACIIb, KTO COXPAHUI ATy
nH(popManuio, Monajia Jd OHA B IMOUCKOBBIE CUCTEMBbl U COXpPAaHUJIACh JIM OHA, a
IJIaBHOE: YTO MOAYMAlOT O Te0e OKpYXkKAIoLIUe JI0IU, KOTOPhIE HAUAYT U YBUISAT 3TO.
Haiitu wndopManmioo MHOro JIET CHYCTS CMOXKET JI000M - Kak U3 J0O0pBIX
noOyXAeHUH, TaK U C HAMEPEHUEM NMPUUUHUTH BpPea. ITO MOXKET ObITh KTO YTOJHO.
OcCHOBHBIE COBETHI 1O 3aIIMTE HUPPOBOM permyTallUu:

1. [logymaii, mpexnae yem 4To-TO MyOJIMKOBaTh U MepeaaBaTh y ceOst B Ojore wid B
COIIMAJIbHOM CETH;

2. B nactpoiikax npouis yCTaHOBU OTpaHUYCHHs] Ha MPOCMOTP TBOETO MPOGMIIS U
€ro COJIEPKUMOT0, ClIeJal ero ToJbKO "Wt apy3ei’;

3. He pasmemaii m He yka3piBail uHGOpMAIMIO, KOTOpas MOXKET KOTO-Ir00
OCKOPOJISTH UM OOMIKATh.

ABTOPCKOE ITPABO

CoBpeMEHHbIE HIKOJIBHUKHM - AKTHUBHBIE IOJIb30BATEIM LU(POBOrO MPOCTPAHCTBA.
OpHako Jajleko HE BCE 3HAKOT, YTO II0JIb30BAHHME MHOTMMHU BO3MOYKHOCTSIMHU
U(ppoBOro Mupa TpedyeT coOI0EHHS IPaB HAa UHTEJUIEKTYalbHYIO0 COOCTBEHHOCTb.
Tepmun "uHTENIEKTyanbHas COOCTBEHHOCTh'" OTHOCUTCS K Pa3IUYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HauyMHasg C HOBBIX H300pETEHH M 3HAKOB, 0003HAYAIOIINX




COOCTBEHHOCTh Ha MPOAYKTHI M YCIyrd, W 3aKaH4YMBas KHUramu, ororpadusmu,
KUHO(PHIBMaMH ¥ MY3bIKaJIbHBIMU TPOU3BEICHUSMH.

ABTOpCKHE TIpaBa - OJTO TMpaBa Ha WHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEJCHUSI HAYKH, JINTEPATypbl M HCKYCcCTBa. ABTOPCKHE IpaBa BBICTYINAIOT B
KauyecTBE FapaHTUU TOTO, YTO UHTEIICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OyAeT
HaIlpacHbIM, JAacT €My CHpPaBEJIMBbIE BO3MOXKHOCTH 3apa0doTaTh Ha pe3yJbTaTax
CBOETO TPyJa, MOJYYUTh U3BECTHOCTh W Ipu3HaHue. Hukto 6e3 paspemuieHus aBTopa
HE MOXET BOCIPOU3BOAUTh €ro MPOU3BEIAEHUE, PACIPOCTPAHATh, IyOJIUYHO
JE€MOHCTPUPOBaTh, MNpPOAAaBaTh, HMIIOPTHPOBATH, IyCKaTh B MPOKAT, IyOJIUYHO
UCIIOJTHSATH, MOKa3bIBaTh/UCIIONHATD B 3duUpe Win pazMeniath B UHTepHeTe.
Hcnonb3oBanue "muparckoro" MPOrpaMMHOTO OOECHEYeHUs MOXKET NPHUBECTH K
MHOTHM PHUCKaM: OT MOTEpU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKU TBOETO
YCTpOICTBa, Ile YyCTaHOBJIEHA HeJerajabHas nporpamma. He crout takke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETAlbHbIE U O€CIUIaTHbIE MPOTPaMMbl, KOTOPbIE MOXHO HAlTH B
CETH.

O ITOPTAUJIE

CeteBuuok.p - TBOM TJaBHBIM COBETUYUK B CETH. 3JIeChb Thl MOXKEIIb Y3HATh O
0€30IMacCHOCTH B CETU TMOHSATHBIM U JOCTYIHBIM SI3BIKOM, a TMPU BO3HHUKHOBEHUU
KPUTHUYECKOM CHUTyallM OOpaTUTHhCS 3a COBETOM. A TakKe NPUHATH Y4yacTHE B
KOHKYpCax M CTaTh CaMbIM ITU(POBBIM Ipak TaHUHOM !




